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An Educator, Parent, and Guardian’s Guide: 
How to Teach Young People Safe Online Practices 

 
It’s 10 p.m.—do you know where your children are?  Remember that phrase from your own 
childhood?  It is still a valid question, but now, it comes with a twist—do you know where your 
children are online? 
 
Social networking sites are the hippest new meeting places around.  Children, teens, and others 
utilize social networking sites to enhance their social lives.  These sites encourage and allow 
people to exchange information about themselves and communicate with the world at large, 
using blogs, chat rooms, email, and instant messaging.  While social networking sites have the 
ability to extend one’s circle of friends, they also expose users to people who may have bad 
intentions—from peers to sexual predators.   
 
Although children under 14 are not allowed to register on social networking sites, most social 
networking sites do not have the capability to verify ages. This makes the sites easily accessible 
and alluring to children.  How to Teach Young People Safe Online Practices is a guide designed 
by the National Cyber Security Alliance (NCSA) to provide online safety and security tips for 
educators, parents, and guardians.  This guide offers educators tips to use when talking to their 
students about practicing safe online behavior and it offers parents and guardians tips for helping 
children ages 12-17 navigate the online social scene safely.  
 
 

 
 
How to Talk to Young People about Socializing 
Safely Online  
 
 

Young people think they have it under control—they have heard the stories about people who are 
stalked by someone they met online or are the victim of an identity theft or computer hacker.  
Young people are naïve and usually think this could not happen to them—that they are immune 
to becoming a victim.   
 
Although young people routinely apply common-sense principles and rules taught at home and 
school to avoid harmful situations in the physical world, they often don’t apply these same rules 
in the online world.  They do not make the connection that the same precautionary measures 
must be applied to both the physical and cyber world.  That is why it is imperative that students 
be taught to understand why it is necessary to socialize safely online.  
 
The NCSA, and various consumer and education organizations recommend using these tips to 
assist in talking to students about the importance of practicing safe online behavior when using 
social networking sites: 

 

 
Educator or Parent Tips 
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 Protect Privacy: Keep personal information personal.  Students should never give out 
their social security number, address, phone number, or family financial information like 
bank and credit card account numbers.  Remind students that sharing information about other 
people in the family or about their friends can harm them.  They should be cautious about 
sharing other information too, like the name of their school, sports teams, or hobbies, where 
they work or hang out, or any other information that can be used to identify them or locate 
them offline. 
 

 User Name Savvy: Ensure user names do not reveal too much personal information.  It 
is inappropriate and dangerous for anyone to use his/her name or home town as their user 
name.  Although having a user name gives one the feeling of anonymity, most user names 
made up of personal information are easily deciphered leading perpetrators to a student 
identity and location. 

 
 World’s Largest Billboard: Post only information that is appropriate for the entire 

public.  The Internet is the world’s largest billboard—anyone can see individual web pages, 
including teachers, law enforcement officials, college or university admissions officers, or 
potential employers. What is posted on a website today may be harmful in the future.  

 
 Minimize Negative Publicity: Students should be aware that posting inappropriate 

photos can lead to damaged reputations and unwanted attention from others.  It is 
important for students to consider the ramifications of posting visual content online by using 
Web cams, videos, and camera phones.  Posting inappropriate visual content such as explicit 
photos can attract individuals who have bad intentions towards the user, putting them at risk.  
In addition, it can lead to suspension or expulsion from school. 

 
 No ‘Take Backs’: Remember that once information is posted online and deleted or 

modified, the original will never be completely deleted.  Even if information is deleted 
from a website, older versions exist on other’s computers.  

 
 Don’t Talk to Strangers: Be careful about adding strangers to IM Buddy or friend 

lists! people are not always who they say they are.  A friend is someone you know well 
and can trust.  The online world has blurred the meaning and definition of a friend.  It is 
important to understand the difference—if individuals cannot provide solid information as to 
how they know a person, decide if the person should be included in their IM buddy or friend 
lists.  If you do not approve, delete the user name and block that user. 

 
 Flirting with Danger: Educate students about the dangers of flirting with strangers 

online.  Virtual individuals can easily lie about their identity while they are online and it is 
impossible to verify their true identity.  The same dangers exist. You can give the wrong 
impression when flirting with a real stranger as with an online stranger.  

 
 Go with Your Gut: Teach ‘trust your gut.’ If anyone feels threatened or uncomfortable by 

someone or something online, he/she needs to tell the educator or another trusted adult who 
will know whether or not to report an incident to law enforcement and your Internet service 
provider.  Having students speak up can prevent someone else from becoming a victim. 



  
 How to Teach Young People Safe Online Practices 

 
 3 

 Cyber Strangers vs. Physical Strangers: Online friends should not be met offline.  
Explain that strangers in the online world pose a threat to them as much as strangers in the 
physical world.  If educators or parents allow students to physically meet up with virtual 
friends, adults should chaperone the meeting. Never let them go alone—not even with a 
friend. 

 
 Don’t Accept Unsolicited Mail/Unmarked Packages: Teach students not to click on 

links or download attachments in emails from strangers or emails they are not 
expecting.  Emails from unknown individuals may contain viruses or spyware that could 
damage computers and steal personal information—including money from bank accounts.  
Some viruses can “spoof” the name and email address of friends and fool individuals into 
thinking the message is from someone known. 

 
 

 
 
How to Help “Keep Kids Connected and Protected”  
 
 
 

 
The NCSA and various consumer and education organizations suggest implementing these 
recommended safety and security guidelines as a first line of defense in helping keep kids safe 
when using social networking sites: 
 
 Supervise Computer Use: Keep the computer in an open area and be aware of other 

computers and other devices children may be using outside of the home.  Placing the 
computer in an area, such as the kitchen or family room, gives parents the ability to supervise 
a child’s online navigation.  Pay attention to other computer and Internet-enabled mobile 
devices children are using.  Consult with other parents to encourage them to use safety and 
security procedures at home  
 

 Keep the Lines of Communication Open: Use the Internet with your child.  Parents 
should be familiar with their child’s online activities.  Interacting with children online sets 
the example and provides an opportunity for parents to engage in dialogue about websites 
their children visit and programs they are using.  Parents should be open to learning about 
technology so they can keep up with their children.  Understanding how children use the 
Internet will give parents a better idea of the risks they may face while on the Internet.  

 
 Virtual Parenting: Set-up the family’s Internet service accounts.  Parents should take an 

active role in setting up Internet service accounts, including any online community services 
children may join.  Parents should periodically monitor accounts to supervise online friends, 
chat areas and blogs.   

 
 

 
Parent and Guardian 
Guidelines  
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 Cyber Patrol on Duty: Consider installing software that allows parents to control 
where children go online.  Monitoring software gives parents the ability to view activity on 
the Internet and the authority to determine their child’s usual online chat buddies.  These 
programs give parents a better understanding of what their child is doing online and 
empowers parents to set online boundaries for their children. 
 

 Exercising Parental Control: Consider implementing parental control tools. Parental 
control tools are provided by some Internet Service Providers (ISP) or are available for 
purchase as separate software packages. These tools allow parents to restrict websites a child 
can view from their home computer.  Settings are password-protected.  Remember – no 
program is a substitute for parental supervision. 

 
 Restrict Access: Use privacy settings to restrict access to the child’s website.  Social 

networking sites provide a variety of privacy settings that limit who can view the child’s 
website.  By using these privacy tools, parents may be able to approve which friends from 
school, clubs, teams, and community groups are able to view a child’s profile or blog, or 
block unknown individuals from accessing a child’s information.  On most social networking 
websites, you can access and change your child’s privacy settings by clicking on “account 
settings.” 
 

 Act Like the Child: Search blog sites children visit to see what information they are 
posting.  To ensure that children are not engaging in risky online behavior, it is 
recommended that parents do a simple online search.  Parents can type in their child’s name, 
nickname, school, hobbies, grade, or residence to determine information availability. 

 
 Pay Attention to Online Photos: Know the type of photos your child is posting online.  

Children use various forms of technology to post information and photos online, such as 
videos and web cams.  Photos from camera phones can also be uploaded.  Parents should be 
aware of the imagery children post on the Web—these imagines most likely pose a risk to 
their children, exposing them to online predators and strangers.  

 
 Be a Technical Geek: Secure the family computer by regularly updating the operating 

system and installing a firewall, and up-to-date anti-virus and anti-spyware software.  
The instant a computer is connected to the Internet or an “always on” broadband connection, 
hackers and thieves can attempt to gain access to the family’s financial and personal 
information. By securing your computer, you can protect against these Internet intruders and 
the malicious programs they can download onto your computer. 
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Organizations that participated in the development of “An Educator, Parent, and Guardian’s 
Guide: How to Teach Young People Safe Online Practices” include:  

 
AOL 
BlogSafety.com 
Business Software Alliance 
CA, Inc. 
Carnegie Mellon  
Cisco, Inc. 
Consortium for School Networking (CoSN) 
Cyber Security Industry Alliance 
Department of Homeland Security 
Educational Technology Outreach, University of Maryland 
EDUCAUSE/Internet2 Computer & Network Security Task Force 
Enough is Enough 
Federal Trade Commission 
Friendster 
Internet Keep Safe Coalition 
i-SAFE Inc.  
Maryland State Department of Education 
McAfee, Inc. 
MySpace 
Multi-State ISAC 
National Cyber Security Alliance 
National School Boards Association’s Technology Leadership Network 
Symantec Corporation 
The CyberSmart! Education Co. 
The Socrates Institute 
WebWiseKids 
 
 
 


